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Step 6
How to Check the Validity of Digitally Signed Documents (For Document
Recipients)

When you receive an electronic document that has a digital signature affixed, it is your responsibility to
make sure that the signature on the document is a valid one.

How to Trust LankaSign Root & Intermediate Certificates in Adobe Acrobat:
This section is only a one time required setup.

1. Download
v" LankaSign Root CA Certificate
v" LankaSign Intermediate CA Certificate
From the below link:

https://www.lankaclear.com/knowledge-center/lankasign/#downloads

2. Extract both zip files and make a note of this folder path

3. Open Adobe Acrobat

4. Click on Edit=> Preferences

Preferences

Categories:
Digital Signatures

Commenting
Creation & Appearance

Documents

Full Screen St vt =

Gerieral * Centrol options for signature creation Mare...
= Set the appearance of signatures within a document

Page Display

30 & Multimedia Verification

Accessibility

= Control how and when signatures are verified

Adobe Online Services Maore...

Ernail Accounts

Forms
Identity Identities & Trusted Certificates
Internet
JavaScript
Language
Measuring (20)
Measuring (3D) Document Timestamping
Measuring (Geo)
Multimedia (legacy) = Configure timestamp server settings

= Create and manage identities for signing More
» Manage credentials used to trust documents

Meore...
Multimedia Trust (legacy)
Reading

Reviewing

Search

Security

Security (Enhanced)

I Signatures

Spelling

Tracker

Trust Manager

Units

Q
=

| [ cancel



https://www.lankaclear.com/assets/images/knowledge-center/lankasign/downloads/LankaSign-Root-CA.zip
https://www.lankaclear.com/assets/images/knowledge-center/lankasign/downloads/LankaSign-Intermediate-CA.zip
https://www.lankaclear.com/knowledge-center/lankasign/#downloads
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5. Click on Signatures = More button belonging to “Verification” section
6. Ensure “Verify Signatures when document is opened” tick box is checked and click on Ok.

r 3
Signature Verification Preferences @

|/ | Verify signatures when the document is opened |

[¥/] When document has valid but untrusted signatures, prompt to review and trust signers

Verification Behavior
When Verifying:

(7) Use the document-specified method; prompt if unavailable

@ Use the document-specified method; if unavailable, use default method

) Always use the default method: Adobe Default Security -

[¥] Require certificate revocation checking te succeed whenever possible during signature verification
[¥] Use expired timestamps

["]Ignore document validation information

Verification Time Verification Information

Verify Signatures Using: Automatically add verification information when
) saving signed PDF:
@ Tirne at which the signature was created

. Secure time (timestamp) embedded @ Ask when verification information is teo big
~ in the signature ) Always

() Current time ) Never

Windows Integraticn
Trust ALL root certificates in the Windows Certificate Store for:
Validating Signatures

[¥] Validating Certified Documents

[ Selecting either of these options may result in arbitrary material being treated as trusted content.
Take care before enabling these features.

0K J l Cancel
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7. Now click on More button belonging to “Identities and Trusted Certificates” section

Preferences

Categories:

Digital Signatures
Commenting
Creation B Appearance

Documents

Full Screen il o fonent i

Bl » Control options for signature creation
. = Set the appearance of signatures within a document

Page Display

3D & Multimedia Verification

Accessibility

AdcbeORnE Saices = Control how and when signatures are verified

Email Accounts
Farms
Identity Identities 8 Trusted Certificates

Internet

JavaScript = Create and manage identities for signing

» Manage credentials used to trust documents

Language

Measuring (2D}
Measuring (30) Document Timestamping
Measuring (Geo)
Multimedia (legacy) = Configure timestamp server settings

Multimedia Trust (legacy)
Reading

U Reviewing

Search

Security

ccurty Ephancedl
Signatures

fl pelling
Tracker

Trust Manager
Units

oK I ’ Cancel

8. Now click on “Trusted Certificates” and click on “Import”

{24 Digital ID and Trusted Certificate Setfings & S =5
~  Digital IDs ’f @ Import | & Export [F Certificate Details & Remove

Roaming ID Accour = Name = Certificate Issuer Expires

LankaSign Root CA LankaSign Root CA 20321010 08:44:50 Z

LAWtrust AeSign CADZ <info@law... LAWtrust Root Certification Auth...  2027.03.08 11:35:59 7

Windows Digital IDs LAWtrust AeSign Certification Aut.. LAWtrust Root Certification Auth..,  2022.051711:13:39Z (4
LAWtrust AeSign Certification Aut... LAWtrust Root Certification Auth...  2030.011509:22:03 7

PKC5#11 Modules a | LAWtrust Root Certification Autho., LAWtrust Root Certification Auth.., 20320516 16:10:18 7 -
4 1 G

Digital ID Files

rusted Certificates

LankaSign Root CA
LankaClear (Private) Limited
Issued by: LankaSign Root CA
LankaClear (Private) Limited
Valid from: 2017.10.10 08:44:530 Z
Valid to: 2032.10.10 08:44:30 Z
Intended usage: Sign Certificate (CA), Sign CRL
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9. Now Click on Browse.

Choose Contacts to Import ﬁ
i — !

>

i — ‘: — -

f

This dialeg will allow you to select contacts to import into your trusted identities, You can also set the
trust for any certificates asscciated with the contacts being imported.

Contacts
Mame Email Remowve
Browse ...
| |
Search ...
Certificates

This list displays the certificates associated with the currently selected contact.

Subject Issuer Expires Details ...

Trust ...

| H

Import Cancel

10. Now browse to the earlier noted folder path containing extracted LankaSign Root CA and
Intermediate CA certificates.

11. Select LankaSign Root CA Certificate - Click on Open.

12. Note the LankaSign Root CA Certificate - Click on Import.
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r — — " B
Choose Contacts to {mpo_ &
i . i, i— | Tam— — =
This dialog will allow you to select contacts to import into your trusted identities. You can also set the
trust for any certificates associated with the contacts being imported.
Contacts
Mame Email Remove
[ LankaSign Root CA Il
||
|
Certificates
This list displays the certificates associated with the currently selected contact.
Subject Issuer Expires Details ...
e
[

13. Click Ok on Certificate Import Complete message. Now you have successfully imported
LankaSign Root CA Certificate as a Trusted Certificate.

{5 Digital ID and Trusted Certificate Settings [ osad |
v Digital IDs / | = Import i #~ Export '_,-_? Certificate Details & Remove
Roaming ID Accour | MName e Certificate Issuer Expires e
o ] Adobe Root CA Adobe Root CA 2023.01.08 00:07:23 Z L
DiilatRLEE Adobe Root CA G2 Adobe Root CA G2 2046.11.28 235059 Z
Windows Digital [Ds | AKD QTSAL KIDCA 20221214 09:53:51 Z
AKD Q - 2024.09.17 10:02:38 Z

PKCS#11 Modulesa Ak g| (PO Complete
1 [l
Trusted Certificates - Import details:

- 20221214 09:55:17 Z -

1 issuer certificate(s) imported.
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14. Now Click on Import

J
ﬁ Digital ID and Trusted Certificate Settings 0 8

2|

N Digital IDs
Roaming ID Accour
Digital ID Files
Windows Digital IDs

PKC5#11 Modules a

‘ﬁ Import

-

7 4

MName
LankaSign Root CA

LAWtrust AeSign CAD2 <info@law...
LAWtrust AeSign Certification Aut...
LAWtrust AeSign Certification Aut...
LAWtrust Root Certification Autho...

# Export

Certificate Issuer
LankaSign Root CA

LAWtrust Root Certification Auth...
LAWtrust Root Certification Auth...
LAWtrust Root Certification Auth...
LAWtrust Root Certification Auth...

¥ Certificate Details

& Remove
Expires

20321010 08:44:50 7
2027.03.08 11:35:59 7
2022.051711:13:39 7
2030.011509:22:03 Z
20320516 16:10:18 Z

<

I

LankaSign Root CA
LankaClear (Private) Limited
Issued by: LankaSign Root CA
LankaClear (Private) Limited
Valid from: 2017.10.10 08:44:50 Z
Valid to: 2032.10.10 08:44:50 Z
Intended usage: Sign Certificate (CA), Sign CRL

15. Now Click on Browse.

>

Choose Contacts to Import

This dialog will allow you to select contacts to import into your trusted identities, You can also set the
trust for any certificates associated with the contacts being imported.

.———._.—._-_-._

i —

Contacts
Marme Email Remove
|
Browse ...
||
Search
Certificates

This list displays the certificates associated with the currently selected contact.

Subject Issuer Expires Details ...

Trust ...

Irmport Cancel

L
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16. Now browse to the earlier noted folder path containing extracted LankaSign Root CA and
Intermediate CA certificates.

17. Select LankaSign Intermediate CA Certificate = Click on Open.

18. Note the LankaSign Intermediate CA Certificate - Click on Import.

Choose Contacts to Import w
L —

i — - — =

f

This dialog will allow you to select contacts te import into your trusted identities, You can also set the
trust for any certificates associated with the contacts being imported.

Contacts

Mame Email Remove

LankaSign Intermediate CA
Browse ...

Search ...

Certificates

This list displays the certificates associated with the currently selected contact.

Subject Issuer Expires Details ...

il

Trust ...

l Cancel
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19. Click Ok on Certificate Import Complete message. Now you have successfully imported
LankaSign Intermediate CA Certificate as a Trusted Certificate.

{5 Digital ID and Trusted Certificate Settings = |
v Digital IDs / & Impon]| v Export '_,'_? Certificate Details &) Remove
Roaming ID Accour | Name < Certificate Issuer Expires i
o ] Adobe Root CA Adobe Root CA 2023.01.09 00:07:23 Z L
Digital ID Files
Adobe Root CA G2 Adobe Root CA G2 2046.11.28 23:50:50 7
Windows Digital Ds | AKD QTSAL KIDCA 20221214 09:53:51 Z
Axo g “ e - 20240917 10:02:38 Z
PKCS#11 Modulesa | AKD Q| PO —OmPete - 20221214 09:55:17 Z =
« [l ] *
Trusted Certificates — Import details:
1 issuer certificate(s) imported.

20. Make a note of LankaSign Root CA & Intermediate CA Certificates = Close the dialog box.

1=

.
ﬁ Digital ID and Trusted Certificate Settings 8 S
v Digital IDs / 4= Import = Export ',_F Certificate Details & Remove

Roaming ID Accour
Digital ID Files

Windows Digital IDs
PKCS#11 Modules a

Trusted Certificates

MName

LankaClear Pvt LTD < sajith.bandar...
LankaSign Intermediate CA

LankaSign Root CA

LAWtrust AeSign CAD2 <info@law...
LAWtrust AeSign Certification Aut...

Certificate Issuer
LankaSign Test Sub CA
LankaSign Root CA
LankaSign Root CA

LAWtrust Root Certification Auth...
LAWtrust Root Certification Auth...

Expires

2022.07.0204:13:33 7
202412.08 07:08:27 Z
203210.10 08:44:50 Z
2027.03.08 11:35:59 Z
2022.051711:13:39Z

<

L

Manage My Trusted Certificates

This is a list of the trusted certificates that are available for vour use on this computer.

Every digital signature includes a certificate that is used to determine whether the signature

1s valid and trusted.

Use Edit Trust to specify the actions that a document signed with a particular certificate 1s
allowed to perform. Use Import to add a certificate to vour list of trusted certificates. Use

Export to share vour certificate with others. Use Certificare Details to see more information
about a particular certificate. Use Remove to delete a certificate from vour list of trusted
certificates.
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21. Click on Ok.
Pr;eience;_ E

Categories:

Digital Signatures

Commenting
Creation & Appearance

Documents
Full Screen =
G | » Control options for signature creation
EI"IEFE. = Set the appearance of signatures within a document
Page Display
3D & Multimedia Verification
Accessibility

o T T L T = Control how and when signatures are verified

Email Accounts
Forms
Identity Identities 8 Trusted Certificates

Internet
» Create and manage identities for signing

JavaScript T
= Manage credentials used to trust documents
Language

Measuring (20)
Measuring (30) Document Timestamping
Measuring (Geo)
Multimedia (legacy) = Configure timestamp server settings
Multimedia Trust (legacy)
Reading

U Reviewing

Search

Security

Security (Enhanced)

| | Signatures

I Spelling

Tracker

Trust Manager

i Units

22. Now close the document.

File Edt View Sign w  Help

Home  Tools Provingial Tender Ref @ signin
w e B8 Q D@ 12| M MO @ m- BT | B L & D A=

&, signed and allsignatures are valid.

(&

@

24 R rrastabne

=

Bxport PDF v

52 editPoF

———
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How to Check the Validity of Digitally Signed PDF Documents:

1. Make sure your PC/laptop is connected to the internet

2. Open the pdf document - Click on Signature Panel.

o S

(&) Provincial Tender Ref 9
File Edit View Sign Window Help

Home  Tools Provinial Tender Ref x @ Sign In
w e 8 Q @ 12 M PO - B TF B LZ2aH 4 B &

By e e o

&) ‘ B pportpor v 5

@ ‘ &2 kditroF

24 A create PDF v

3. Now check the validity statuses. The validation should happen automatically and the above
status showing in the Signature panel’s message ribbon.

> All signatures are valid:

der Ref - Ad

File Edit View Sign Window Help

Home  Tools Provindial Tender Ref x @ Sign In
w8 Q @ 12| R MOE® - BT B L & D G B X

Ly, signed and all signatures are vaiid.

© B exportPOr v

@ 52 EditPoF

The Document has been signed by valid certificate and not edited after signed.

> Signed and all signatures are valid, but with unsigned changes after the last Signature.

Home  Tools Provincial Tender Ref X @ signin

v @8 Q @ 112 KA MO @ vx- K P | & D & = 1
Comment ® &£ T T T . T L 2 & & & 2P
&, signed and all signatures are valid. but with Unsigned changes after the last signature. | B
© 1=

The Document has been signed by a valid certificate but if the document edited after signed,
the above status showing in the Signature panel’s message ribbon.

> At least one signature is invalid.

[#) CAOL-Digital-Certific =

File Edit View Sign Window Help

Home  Tools Provincial Tender Ref CAO1L-Digital-Certif.. % @ Sign In
Bwx ®B6 Q 1t A PO - BT B2ab G B 4

| &b At least one signature is invalid. | Signature Panel R
B LankaClear (Pvt) Ltd m || [T

The Document has been signed by an invalid or revoked certificate.
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4. |If automatic validation had not happened for any reason, it will indicate a problem. Click on
Validate All. Skip steps 4 to 6 if all signatures are validated in already appears in green color.

Home  Tools Provindal Tender Ref X CAO1-Digital-Certif... @ Sign In
T ® 8 Q D@ 12 A MO E wm- B P & A = Y
Comment E‘/I?TETATf@&'@'@' g . =
&, Signed and all signatures are valid, but with unsigned changes after the last signature. @,
@ Signatures x T E
@ [E] - Vvalidate All = Ez;
5 éé Rev. 1: Signed by T.D.Nirmalie < =
5. Tick on Do not show this message again = Click on Ok.
== B e 3
Adobe Reader S
il
@& Are you sure you want to validate all signatures?
W This may take a while for large documents.
["1'Do not show this message again;
| ok ||| concel
L]
h B3 e N e Ty T o
6. Click on Ok.
E\e Ed\tl\hew Window Help ‘
Home  Tools Aruna- probation e.. X
w e B EQ @ 1| M MO - B TI|BE L LD
&a Signed and all signatures are valid. -
>
Signatures b4
1] b
=] - Validate All
@ e
)éakem:s@ned by K_A_B_D_A_Raj <Aruna.Ra: lear.com>
E
Et 1 Miscellaneous Change(s) ——— T o
. Si : |
Rev. 2: Signed by T_M_I_Fernando <Manoj.Fernando!
)éa N ’ @ Completed validating all signatures.
g
[ Do not show this message again
x
o E

™

F= T N

[pal

[N
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7. Click on drop down arrow under each signature and check the validity of the certificate. Proceed
only if the certificate is valid.
File Edit View Sign Window Help

Home  Tools CAQ7 - (Internal) Di... X

% ® 8 Q ) @ 11| A MO @ 7w -
L, Signed and all signatures are valid.
@ Signatures X

[:z] - Validate All

v A% Rew. 1: Signed by LankaClear Pvt LTD <sajith.bandara@lankaclear.com>

éz’ Signature is valid:

Document has not been modified since this signature was applied

5 1.D0CT
Signed by the current user —
Resposthility
Signing time is from the clock on the signer's computer, [Foques Mo
Signature is LTV enabled 1 heseby cer:
(CP/CPS and 1
3 Signature Details
4 y

Last Checked: 2021.04.16 13:42:40 +05'30' Bl

Field: Signature2 on pagel
Click to view this version |BEE BHOL
Fesposibility
I bereby certi
|specified und
Diate & Signa
3. REQU

Notes

It's recommended to consider the document as invalid if there are subsequent changes to the document
after it’s signed.
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How to Check the Validity of Digitally Signed Word and Excel Documents:

Note:

Digital signatures can’t be created or removed in Microsoft Excel Starter 2010 or Microsoft Word Starter
2010.

1. Make sure your PC/laptop is connected to the internet
2. Open the Word or Excel Document file that contains the digital signature you want to view.
3. Click File > Info > View Signatures.
4. In the list, on a signature name, click the down-arrow, and then click Signature Details.
FILE HOME IMSERT DESIGN PAGE LAYOUT REFEREMCES MAILINGS REVIEW VIEW FORMAT Sajith Ban.. =
o MARKED AS FINAL An author has marked this document as final to discourage editing. Edit Anyway »
Be careful—files from the Internet can contain viruses. Unless you need to edit, =
o PRSI it's safer to stay in Protected View. Enable bdiling =
L | 1 2 3 4 ]
Please let me know 1f you are available to speak at one of our meetings in Slg natures R

months. You can contact me at [vour phone number or e-mail address].
like to know more about our organization, please visit our Web site at
[Web site address]. AG... 472172021 |~

§!—.t!-9‘.:r§l}¥ ............... FPLLLE LR LR LELE L LIS LE L LTSS, = Signature Details...
4/21/2021

Signature Setup...

| Valid signatures:

Remove Signature

X Sajith Bandara .
! sajith Bandara i
¢+ Executive - IT Security Solutions

This document is signed.

SolgnedbpoaithBandar - Any edits made to this
[Your Name] document will invalidate the
™~ [Title] digital signatures.

Learn more about signatures in
Office documents...

PAGE1 OF1 156 WORDS s

5. From the Signature Details dialog box, you can determine the signature status

Signature Details |- w ! 2 = I

walid Signature - The signed content has not changed and the signer’'s

=2 certificate is walid.
-t

Signature type: XAJES-EPES

4,21 /2021
x Sajith Bandara
Sajith Bandara
Executive - IT Security Solutions
Signed by: A G Sajith Bandara
Commitment Type:
Created this document
Purpose for signing this document:
Testing
Signing as: & G_Sajith Bandara Wiewr
Issued by: LankaSign Intermediate C&
See the additional see information about
signing information that the signer...
wwas collected...
w
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Status of the Signature in Word and Excel.
=» Valid :-

The certificate is trusted and isn’t expired or revoked. The signed content has not changed and
the signer's certificate is valid.

® |nvalid :-
The certificate is revoked or the content signed has been altered.
® Recoverable error :-

The signature isn’t valid now but you might be able to make it valid. The problem might be that
you are offline, the certificate is expired, or the certificate issuer isn’t trusted.

® Partial signature :-

A portion of a file is signed.



